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“InceMaritime is the global
maritime industry’s first
integrated suite of legal
advisory, business consultancy
and technology services
– accessible through one,
consolidated service”

$ 110b*
Worst case scenario case study where 15
Asian ports are targeted with a cyber-attack
results in an overall claim of US$ 110 billion.
•
•
•
•
•
•
•

Inter-related costs of the attack for
Asia US$ 26 billion
Europe US$ 623 million
USA US$ 266 million
Additional costs for related industries
Aerospace – US$ 28.2 billion
Manufacturing – US$ 23.6 billion
Retail – US$ 18.5 billion

(Source: Lloyd’s of London)
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To thrive in the current shipping
market, you need to navigate
the ever-changing regulations
and industry challenges.
InceMaritime is the global
maritime industry’s first
integrated legal advisory,
business consultancy and
technology service – built to
support your business and
ensure it succeeds.
Ince, your trusted partner
for the maritime industry,
in any case.

Mitigating risk in the maritime sector
InceMaritime’s unique offering ensures you are fully
protected across six key areas within the maritime industry:
•

Demurrage and lay time/demurrage services;

•

Claims handling and litigation;

•

Casualty and investigations;

•

Cyber security;

•

Sanctions, and;

•

Audit, compliance services and anti-money laundering.

Combining advisory and action
We provide more than an advisory service - we advise on
practical solutions for you to implement across your business.
In short, InceMaritime provides you with a complete solution.

Led by industry experts and legal advisors
By collaborating with Ince, you will benefit from our
connections with market-leading, specialist operational
and technical experts covering all your legal and regulatory
requirements.

900%
400%
Increase in attempted
cyber attacks targeting
the maritime sector since
February 2020 – seen as
Covid-19 related
(Source: Naval Dome)

$ 130b*

Attacks on operational
technology have
increased 900% in the
past three years
(Source: Marine Log)

92%

US Government
spending over
last decade in
relation to cyber
security

Estimated costs arising
from a cyber attack are
uninsured
(Source: Lloyd’s of London)
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InceMaritime
Cyber Security with Mission Secure
Due to a continued threat of cyber attacks
against the shipping industry, from 1 January
2021, the IMO has mandated that ship owners
and managers must incorporate cyber risk
management and security into the ISM Code
safety management on vessels.
However, in an industry with rapid digital and regulatory
transformation, many shipping companies are not ready for
compliance, or don’t have an understanding of the threat
of cyber attacks. 64% of organisations report that they are
struggling to keep up with the security challenge*.
Keep your business protected from increasingly sophisticated
cyber attacks with InceMaritime’s cyber security solution.

Our cyber security services:
•

A full audit of a company’s existing policies to ensure
compliance in line with the new ISM Code for Cyber
Security Guidelines (IMO 2021).

•

The implementation of the patented Mission Secure
Platform, the first integrated platform built for OT cyber
protection, which is designed to harden vessels’ control
systems networks against cyber threats.

•

The deployment of Mission Secure Managed Services,
providing 24/7 cyber security monitoring, threat
hunting, and incident response support to ensure
continual vessel resilience for ship owners and
managers.

•

Legal and crisis management services in the event of a
cyber attack.

This integrated offering provides ship owners, operators and
managers with complete reassurance that the significant
operational, commercial and compliance risks that they face
from the impact of cyber attacks are mitigated.

Your integrated cyber security solution
Protect your on-shore and on-vessel OT networks and
safeguard your operations, whilst ensuring maximum
compliance and business continuity across your organisation
with InceMaritime’s fully integrated cyber security solution.
The suite of cyber security services has been developed in
conjunction with Mission Secure, one of the world’s leading
Operational Technology (OT) cyber security companies.
*Source: SANS 2019 State of OT/ICS Cybersecurity Survey, June 2019

Mitigate the impact of cyber attacks
The integrated offering will provide ship owners, operators
and managers with complete reassurance that the significant
operational, commercial and compliance risks that they face
from the impact of cyber attacks are mitigated. With 92% of
estimated costs arising from cyber attacks being uninsured*,
and the access and limits of cover often restricted, it is
intended that owners and operators who sign up to the
new service will benefit from better insurance terms and
preferential premiums. In addition, P&I Clubs and insurance
companies will also benefit from a reduction in potential
claims.
*Source: Lloyd’s of London

“Cyber security is one of the industry’s greatest
challenges. The threat level and sophistication of
hackers increases every day. Our collaboration
with Mission Secure brings all the essential
elements that an organisation needs to fully
protect itself - from compliance to advanced
technology implementation - into one, combined
offering.”
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Responding to current issues in the industry

Your trusted shipping partner

The maritime industry is transforming and becoming
more complex. Now, there is a fundamental requirement
for ship owners and managers to implement a complete
cyber security solution that not only ensures compliance
but utilises advanced technology to provide the necessary
ongoing protection.

InceMaritime actively responds to the challenges in the
sector - and provides a viable, proactive and loss prevention
solution for the market.

InceMaritime marries the long-standing heritage of Ince
and our deep understanding of the maritime industry; with
an acknowledgement of the many new challenges that the
industry faces in a digitalised and rapidly changing regulatory
world.

“The maritime industry is transforming
and becoming more complex. The launch
of InceMaritime is responding to this
and provides a viable, proactive and loss
prevention solution for the market. We want
to provide both advice and action, where
we will collaborate and bring in specialist
experts, like Mission Secure, to provide
clients with the best possible solution to help
them navigate industry challenges, stimulate
growth and thrive.”

Let us help you navigate industry challenges, stimulate
growth and thrive.

— Julian Clark, Global Senior Partner, Ince
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About Mission Secure

The world of operational technology (OT) and
industrial control systems (ICS) is changing as
IT and OT systems come together, diminishing
the concept of “air gap” security.
This convergence exposes operations and OT networks to
new cyber threats and risks that cannot be overcome with
traditional IT cyber security solutions. We understand the
stakes are high and you need to trust that your operations are
locked down and will remain reliable against cyber threats.
At Mission Secure, we set the standard in OT cyberprotection stopping cyber threats head-on, protecting the OT
network and safeguarding operations. While other IT cyber
security solutions only provide visibility and detection, we’ve
developed the first integrated OT cyber-protection platform
backed by an expert managed services team bringing you
military strength, industrial grade protection 24/7.

5

“Cyber attacks are becoming
increasingly sophisticated by the
day, and organisations are struggling
to keep up with the security
challenge. By collaborating with
Ince, we can provide a complete
cyber security solution for clients
that not only ensures compliance,
but utilises the very latest, military
grade, advanced technology to
provide the necessary ongoing
protection.”
— Rick Tiene, Vice President
Mission Secure

2021

Mission Secure is…

Setting the standard with patented
OT cyber protection

24/7 managed OT cyber security services
provider

A team of control system, IT and cyber security experts
bringing the latest OT protections to defense, critical
infrastructure and process industries.

With you every step of your cyber security journey with
assessments, protection and managed services.

Strategically focused on maritime
cyber security
Born from our continuing U.S. Department of Defense
research which includes the U.S. Navy, and now with a
strategic focus on commercial maritime – that’s why we are
military strength, industrial grade.
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and elsewhere to Ince means Ince Gordon Dadds LLP, its subsidiaries, the Affiliates, and the other partnerships and other entities
or practices authorised to use the name ‘Ince’ or describe themselves as being in association with Ince as the context may require.
United Kingdom, Beijing and Shanghai
Ince is a trading name of Ince Gordon Dadds LLP. Ince Gordon Dadds LLP is a limited liability partnership registered in England &
Wales (registered number: OC383616) authorised and regulated by the Solicitors Regulation Authority (SRA number: 596729).
A list of members of the LLP, and of those non-members designated as partners, is displayed at our registered office: Aldgate Tower,
2 Leman Street, London, E1 8QN. The term ‘partner’ used in relation to the LLP, refers to a member of the LLP or an employee or
consultant of the LLP or any affiliated firm of equivalent standing. Ince Gordon Dadds LLP is a subsidiary of The Ince Group plc.
Germany
Ince Germany Rechtsanwaltsgesellschaft mbH (registered with the local court of Hamburg under HRB 165480) is an independent
law firm cooperating with Ince Gordon Dadds LLP (www.incegd.com) and a licensee of the trade name ‘Ince’ with its registered
office at Große Elbstraße 47, 22767 Hamburg, Germany.
Piraeus
Ince is a trading name of Herring Parry Khan Law Office. Regulated by the Piraeus Bar.
Limassol
G. Zambartas LLC is a member of the Ince International network of law, consultancy and advisory firms. It is licensed to use the
trade mark ‘Ince’ by Ince Gordon Dadds International LLP. G. Zambartas LLC is a Cyprus private company limited by shares with
company number H.E. 412500, and is registered as a lawyers’ limited company with the Cyprus Bar Association under registration
number 854.
Gibraltar
Ince is a trading name of Rampart Corporate Advisors Limited. Company registration No. 107531. Registered Office: 6.20 World
Trade Center, 6, Bayside Road, Gibraltar GX11 1AA / PO Box 1324 / T +350 20068450 / F +350 20068453.
Rampart Corporate Advisors is a subsidiary of The Ince Group plc.
Dubai
Ince is a trading name of Ince & Co Middle East LLP, a limited liability partnership registered in England and Wales (with registered
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The term ‘partner’ used in relation to the LLP, refers to a member of the LLP or an employee or consultant of the LLP or any
affiliated firm of equivalent standing.
Hong Kong
Ince is a trading name of Ince & Co, a firm of solicitors regulated by the Law Society of Hong Kong.
Singapore
Incisive Law LLC is a member of the Ince Group and is a limited liability company incorporated in Singapore with Unique Entity
Number 201015337C. Incisive Law LLC is regulated by the Legal Services Regulatory Authority (under the auspices of the Ministry of
Law) pursuant to the terms of the Legal Profession (Law Practice Entities) Rules 2015, made under the Legal Profession Act (Cap.161).
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